84 Desktop Tuning

Parasite Software Removal

Over the past several months of testing, we have determined that certain types of parasite software, also commonly
known as Adware, Spyware, etc..., can severely affect the performance and stability of a UHS Finance PeopleSoft
8.4 Web Access sessions. We are recommending that all UHS Finance 8.4 users clean their desktop machines before
accessing the UHS Finance 8.4 system.

Thousands of adware and spyware parasite software programs exist and many are promulgated by legitimate
commercial sites. These software titles can infest your browser and desktop computer without your knowledge. You
can find many discussions and documents on the Internet regarding this type of parasite software.

How to clean:

You may first try and review "Add / Remove Programs" from the control panel. Remove any software you know is a
parasite (THIS CAN BE VERY DIFFICULT TO DETERMINE AND MAY REQUIRE SOME RESEARCH). If
unsure don't remove it without consulting with your Information Technology Desktop Support personnel. Common
parasite software titles are: Gator, Save.Now, Wild Tangent, HotBar, ClockSync, WeatherCast, etc... Many purport
to be helper applications, but they may also collect and analyze your browsing habits and send information back to a
host site for improved target marketing to you.

The best way to clean:

Use a legitimate spyware removal software program. Several exist, some are free and some are not. We have had
success with the following products which are free and can be obtained from CNET's download.com: "SpyBot
Search and Destroy 1.3" by PepiMK Software and "Ad-aware 6" by Lavasoft. If you are interested, go to
www.download.com and search on "Spybot" or "Ad-aware" "in Windows”.

You may need help installing, configuring, and running this software. Please consult with your IT desktop support
personnel if you need help or are uncomfortable implementing a spyware / adware cleaner.

Spyware / Adware cleaners do not take the place of good anti-virus software. Always have good anti-virus software
installed that is regularly updated with the latest virus definitions from the vendor or your campus site. You should
scan your system for viruses at least once a week and always keep the background virus analyzer protection enabled.
Consult with your IT desktop support personnel for more details.

Browser Settings

The recommended Internet Explorer browser settings listed below can improve the user's experience while
navigating and working in the UHS Finance PeopleSoft 8.4 Web Access session.

It is also recommended that the user's desktop system have the most recent Microsoft Updates applied to their
system and that they use the latest version of Internet Explorer 6.X.

They should also ensure that their system is free of viruses. Most user's are already using some type of anti-virus
software, but do not schedule a regular full scan of their systems often enough. If they have not scanned their system
for viruses in the last 7 days, they should do so now using the latest virus definition file from their anti-virus vendor.
If needed, consult with Information Technology Desktop Support personnel on this subject.

If you are uncomfortable making these changes, consult with your Information Technology support personnel.
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Internet Explorer 6.x Recommended Settings

These recommendations may improve performance and stability when using the UH Finance PeopleSoft 8.4 Web
Interface. They are not required, but recommended.

These settings are for Internet Explorer (IE) 6.x, but may also work with IE 5.5.

It is highly recommended that you upgrade to the latest version of IE 6.x. (See your desktop support person or visit
the Microsoft Windows Update Site)

Open your IE browser. At the top, choose “Tools”, “Internet Options” to get to the window shown below. (You can
leave your homepage and days to keep pages in history how you have them set)

General |Securit_l,l| F'rivac_ul Euntentl Eonnectionsl F'n:ngramsl .ﬁ.dvancedl

—Home page
% ¥'ou can change which page bo uze for pour home page.
Address:

Uze Current Uze Default Uze Blank

— Temporamy |nternet files

oy Pages vou view on the Intermet are stored in a special folder
& Y for quick viewing later.

[Delete Cookies... | Delete Files... Sethings...

— Hiztony

The Higtory folder containg links to pages you've vizited, for
quick access ta recently viewed pages.

[Days ta keep pages in historny: IEI 3: Clear Hiztony |

Calars... | Fantz... | Languages... | Au:u:;&sil:uility...l

0k I Cancel | Apply |

1. Delete Cookies and Delete Files (check Delete All Offline Content when deleting files).

2. Click on “Settings”.
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settings 2 x|

‘ Check For newer versions of stored pages:
&y Ewery visit to the page
(8 Ewery time wou start Inkernet Explorer
" automatically
" Mever

— Temporary Internet files folder

Current locakion:  CHDocuments and
Settingstaprabhak, COUGARMET Local
Settingsi Temparary Internet Files!

Amount of disk space to use:

j | 62 =1 MB

Mave Falder, .. | Wiew Files, .. | Wiew Objects, .. |

Ik I Cancel |

3. Choose every visit to the page.

4. Set Amount of disk space to use to anywhere from 5 to 65 MB (this is just a recommendation, you can choose
more if you prefer).

5. Click on OK.
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Generall Seu:urit_l,ll F'rivau:_l,ll Content  Connections | F'ru:ugramsl .-’-'-.dvann:eu:ll

To =&t up an Internet connection, click
Setup.

— Dial-up and Yirtual Private Metwark settings

Add...

Eemowve

Ul

Chooze Settings if you need to configure a prosy Settings..
gerver for a connection.

£ Never dial a connection
£ Dial whenever a network connection is not present
€ Always dislimy default connection

Current defaul:  Hione St Default

— Local Area Mebwork, [LAM] zettings

LAM Settings do nat apply ta dial-up connections. LAN Settings. ..
Chooze Settings above for dialup settings.

i

k. Cancel Apply

6. Click on Connections Tab.

7. Click on LAN Settings button.
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Local Area Network (LAN) Settings 7| x|

—Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use of manual settings, disable automatic configuration.

™ Automatically detect settings:

[ Use automatic configuration scripk

Address I

—Proxy server

r Ilze a proyy server For wour LAR (These settings will nok apply to
dial-up or ¥PM connections),

Address; IES-P.F‘RP.EHP.KP. Fork: |81 .ﬁ.dvanged...l

™| Evpass prowy server for local addresses

Ik I Cancel |

8. Turn off (uncheck) Automatically Detect Settings.
9. Click OK.

10. Click on Advanced Tab and scroll down to the Browsing Section.
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Generall Securit_l,ll F'rivac_l,ll I:ijntentl Eunnectionsl Frograms  Advanced

Settings;

I@ Accezsibility -

[ Always expand ALT text for images

Move syatemn caret with focus.selection changes

g

Alwayz zend URL: az UTF-8 [requires restart]

Automatically check for Internet Explarer updates

Cloge unused folders in History and Favorites [requires restart]

Dizable zoript debugging

[ Dizplay a notification about every script erar

Enable folder wiew for FTP sites

[ Enable Install On Demand {Internet Explorer]

Enable Inztall On Demand [Other]

] Enable affline items to be spnchionized an a schedule

[ Enable page tranzitions

[ Enable Personalized Favorites Menu

Enable third-party browser extenzions [requires restart) _Ill
; i | ;

Hestore Defaults |
(] 4 I Cancel | Apply |

Internet Dptions i ﬂﬂ

General | Securty | Privacy | Cartent | Connsctions | Pragams  Advanced

Sethngs:

[ Enable third-pariy browser extensions [requires restart] -
O Force difscrean compasiing even under Teminal Server [raqui
O Hotily when dowrloads complete
[ Reuse windows for launching shortcuts
O Show fiendle HTTE e messages
[ Show fiendly URLs
Show Go bution in Address bar
O Show Inteinet Explarer on the desktop
=] Underling links
&) Always
O Hover
O Mever
O Use irline AutaCamplate
[ Use Passive FTP [for firewall 2nd DSL modem compatibdity]
B4 Use smooth soroliing

&1 HTTP 1.1 setings -
| | ’
Restore Detaults |

ok | cweel | e |

11. Make sure the highlighted items are NOT checked.

12. Scroll down to the Security section.
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Genersl | Securty | Privacy | Content | Connections | Pragams  Advanced

Setlings:

2l

O Just dzplay the results in the main windaw
O Just goto the most likely ste
5y Secury
Check for publisher's cerfficate revocation
[ Check for server cetificate ievocation [requires restat)
[ Check for signabuses on downlasded programs
[ Do rot save encrypted pages to disk
[F] Empty Temparary Irtemet Fles Folder whern broveser iz closed
[ Enable lrlegated Windows duthentication [requires iestai]
[#] Enable Profile Assistart
[ UseSSL20
[F] UseSSL30
[[ Us=TLS 1.0
[F] Wam about invald site certiicates
[ “wamif changing between secue and not secure mods
| [ “#fam if fomms subemittal is being rediected
4

Bestore Defaulte |

=

[k | cemed | e |

13. Again make sure the highlighted item is NOT checked.
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Internet Options [ [

Settings:

21

ﬁenera]l Sfu:uit_l,li Fri'qracall Emtgr]tl Enmectimsi Programsz Advanced

O Just display the rezults in the main window
O Just go to the mozt likely site
5y Secuny
[ Check for publisher's certificale revacation
[ Check. for server cetificate revocation [requines restat)
[ Check for signatures on downloaded programs
O Co not save enciypled pages to disk
[ Emply Termporary Intemet Files faldsr when Browssr is cloged
O Enable Integrated \Windows Authentication [requires restart]
E Enable Profile &ssistant
] Use 55L 20
B Use S5L30
[ U=e TLS 1.0
‘Warn abowt irvabd site certificates
O ‘Wam if changing between secue and not secure mode
I B4 'wam if forms submittal is being redvected I
4 b

Rlestore Defauks |

1

| oK | Carcel I Aoly

14. In the same security section, make sure the highlighted items ARE checked.

15. Click Apply.

16. Click OK.

17. Close your IE browser and any other IE browser window that you have open.

18. You are done.
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