LockDown Browser Student Tutorial

Introduction

Respondus LockDown Browser™ is a customized browser that increases the security of online
testing in Blackboard. When you use Respondus LockDown Browser to access an assessment,
you are unable to print, copy, go to another URL, or access other applications. You are locked
into an assessment until it is submitted for grading.

Overview of Browser Application

Respondus LockDown Browser is a client application that is installed to a local computer. It
provides a custom interface for the Internet Explorer software that is already installed on a
Windows computer. It does not modify an existing copy of Internet Explorer, but rather,
installs a separate program that will display the custom interface when it is started.

Respondus LockDown Browser uses the same security features and service packs that are
currently installed for Internet Explorer. Installing Respondus LockDown Browser won’t modify
the current version of Internet Explorer in any way.

Overview of Browser Application
Respondus LockDown Browser creates a “locked” testing environment for Blackboard and
includes the following features:

¢ Assessments are displayed full-screen and cannot be minimized

* Assessments cannot be exited until submitted by users for grading

* Task switching or access to other applications is prevented

¢ Printing functions are disabled

¢ Print Screen and capturing functions are disabled

¢ Copying and pasting anything to and from an assessment is prohibited

* Right-click menu options are disabled

* Browser menu and toolbar options are disabled except Back, Forward, Refresh and Stop

* Function keys (F1-F12) are disabled

* Source code for the HTML page cannot be viewed

¢ URLs cannot be typed by the user

¢ Over 250 screen capture, messaging, screen-sharing and network monitoring applications
are blocked from running

* The browser automatically starts at the institution’s login page for Blackboard

¢ Links in questions that point to other servers don’t compromise the “locked” testing
environment

¢ Pages from the assessment aren’t cached or stored in Internet Explorer’s history listing

¢ And many other features...

Respondus LockDown Browser is not intended to replace the browser used by students within
Blackboard. Respondus LockDown Browser is only intended for use by you while taking assessments
that have been prepared for use with Respondus LockDown Browser.

Technical Requirements for Browser Installation

* Windows XP, Windows 2000, Windows ME, Windows 98
* Internet Explorer (it must pass the browser check for Blackboard)
* 1 MB of permanent space on the hard drive



You Will See A Warning Message...

You will then be required to use Respondus LockDown Browser to access the assessment. If a
student attempts to take the assessment using a browser other than Respondus LockDown
Browser, a warning message will be displayed and the “Begin Assessment” button will be
greyed out, preventing you from continuing, as shown below.

Quiz 1

%) _Description

You must complete this assessment in the Respondus LockDown Browser. Downl farmation
Available starting: Movember 18, 2005 7:07 AM
Available until: Unlimited
Duration:

Question delivery: All at once

sttempts allowead: Unlimited

| Wiew Submission Instructions and Troubleshooting

Downloading & Installing Respondus LockDown Browser
1) Start your Computer

2) Start Internet Explorer

e You must use Internet Explorer (5.5 or higher) to download and install Respondus LockDown
Browser, even if you normally use a different browser to access the Internet.
e To determine the version of Internet Explorer, select Help > About Internet Explorer.

3) Go to the download link that is supplied to you, which will look something like:
http://www.respondus.com/lockdown/information.pl?1D=185514015

The following screen will appear:




LockDown
Browser~ Respondus LockDown Browser Installation

Respaondus

Click on the logo of the operating system where Respondus LockDown Browser will be
installed {or, click here far more information on this product).

Mac

Wiﬁdows®

Select One

Copyright @ 2000-2008 Respondus, Inc - All Rights Reserved,

4. Read the instructions shown and select the Windows or Mac version, depending
on which type of computer you are using.

5. Depending on your version of Internet Explorer, the following ActiveX warning
may appear in the thin bar that appears below the address field of the browser. If
this occurs, right-click on the warning message and select Install ActiveX
Control... from the menu.

Install ActiveX Contral, .,
What's the Risk?

Information Bar Help



6. When the installation screen for Respondus LockDown Browser appears, click the
selection most appropriate for your situation. For most people, “your own computer”

is the best choice.

%LOCkDOWﬂ Respondus LockDown Browser
iBrowser™ windows Installation

Select the type of computer vou are using:

® | ab Computer {campus or school)

® Your Chwin Computer
¢ \Work Computer

Copyright @ 2000-2002 Respondus, Inc - All Rights Reserved.

7. When the Respondus Installation screen appears, click on “Download Installer”.



LOCkDOW“ Respondus LockDown Browser
Browser wWindows Installation

Respondus

It's only necessary to install Respondus LockDown Browser once. To check whether
it's already been installed on your computer, look for the following icon on your
Windows desktop:

or, look for the application using the Windows Start Menu:
Start -> All Programs - > Respondus - LockDown Browser

If not already installed, download the browser installation program using the following
link:

Download Installer

The file downloaded will have the name LockDownSetup.exe. Locate and
double-click the file to start the setup process. Follow the onscreen instructions,

Once installed, locate the LockDown Browser icon on your desktop and double-click it
to launch the software,

Copyright @ 2000-2008 Respondus, Inc - All Rights Reserved,

8. Click “Save File” to save the file to your desktop.

File Download - Security Warning

Do you want to run or save this file?

Mame: LockDownSFs, exe
Type: Application

Fram: . respondus, com

Fun ] [ Save ] [ Cancel

| | While filez from the Intermet can be wzeful, thiz file twpe can
, I'j,. potentially harm your computer. [F you do not trust the source, do not
= run ar gave this software. What's the sk’




9. Be sure to click the “Desktop” icon to save the Installation file to your desktop:

Save in: |@' Deskiop Vl O F £ -
T DM';; Dacuments QLDckDDwnSFX.exe
i EB :J My Compuker - snagit, exe

My Recent ‘HM':.# Metwork Places

Documents & Ad-Bare
? ﬁ- Adobe Acrobat 9 Prao
|_ 5 Adobe Reader &
EJ ad-watch

g Camtasia Studio &

. EF iTunes
..j &)anilla Firefox

My Documents éﬁ QuickTime Player
P snaglt 7

i L3 snagit 9
%! & | snagit 9 Editor
: & iTunesSetup, exe

iy Computer

Dezktop

o

File narme: Ln:u::l=:.[1l-:nl.-'-.lr'uEiF:  EHE w | [ Save l

by Metwork. | Save az type: |.-’-'-.|:||:|Iin:ati|:|n v| [ Cancel ]

10. Once the download is complete, select “Run” to begin the installation process:

Download complete

— Download Complete

LockDawnSFs, exe From wia, respondus, cam

Diownloaded: 3.07MB in ¢ sec
Downlaad tao: CDocuments |, \LockDownSFEy, exe
Transfer rate: Ta6KEISeC

[ ] Cloze thiz dialog box when download completes

Run ] [ Open Falder ] [ Cloze




11. Answer “Yes” if prompted to accept the programs from Macrovision
(InstallShield) and Respondus (LockDown Browser).

Internet Explorer - Security Warning

Do you want to run this software?
Mame: Respondus, Inc.
Publisher: Respondus, Inc.

Mare options

Fun ] [ Don't Run

@ wehile Files from the Internet can be useful, this file type can potentially harm
wolr campuker, Only run software From publishers you trust, What's Ehe risk?

11; Install Respondus LockDown Browser

Click the buttan below o run the install for Respondus LockDown Broveser

; L ockDown
fBrowser

Click to Install
Cancel

Problems with the installation program? — Click Here

12. The InstallShield Wizard will start. It may take a minute or so for the
InstallShield Wizard to load, so be patient.

@ Starting Ingtallshield \Wizard. .



13. When the following screen appears, click Next.

Respondus LockDown Browser - InstallShield Wizard

Authenticity Yerified
Do pou wish to ingtall Fespondus LockDowvn Browser?

[ This zoftware haz nat been altered zince publication by Respondus, Inc.. Ta
Ji inztall Respondus LockDown Browser, click Mest,

Caution: Respondus, Inc. affirms thiz zoftware iz safe. You should anly

continue if you trust Bespondus, Inc. to make this assertion.

The identity of thiz software publisher was venfied by Thawte Code Sigring Ca.

[ Aways trust software publizhed by Respondus, Inc..

< Back Mext » l[ Cancel

14. When the welcome screen appears, click Next again.

Respondus LockDown Browser, - InstallShield Wizard rz|

Welcome to the InztallShield Wizard for
Respondus LockDown Browser

The InztallShigld® Wizard will install R espondus
LockDown Browser on pour computer. To continue, click,
Mexst,

< Back MHext » ][ Cancel




15. Review the license agreement and select the “I accept...” option. Click Next.

Respondus LockDown Browser - InstallShield Wizard

Licenze Agreement

Pleaze read the follawing licenze agreement carefully.

LICEMSE AGREEMEMT for LockD awn Erowser

105

B CLICKING THE ACCEPTAMWCE BUTTON OR INSTALLING OR
JSING THE LOCKDOWN BROWSER SOFTWARE ["SOFTWARE"],
THE INDIVIDUAL OR EMTITY LICEMSING THE SOFTWARE
["LICEMSEE"] 15 CONSENTING TO BE BOUND BY AMD 15
BECOMING & PARTY TO THIS AGREEMENT. IF LICENSEE DOES
WOT AGREE TO ALL OF THE TERMS OF THIS AGREEMEMNT, THE
BUTTOM INDICATING MOM-ACCEPTAMCE MUST BE
SELECTED, AND LICEMSEE MUST MOT INSTALL OR UsE

THE S0OFTWARE.

W

AC LICTE TS A rLIE R T e e e i e RV TRl N Y Y AT

(%) | accept the terms of the license agreement

) | do not acocept the terme of the license agreement

< Back H Mest » ][ Cancel ]

16. Accept the default location for Respondus Lockdown Browser and click Next.

Respondus LockDown Browser - InstallShield Wizard

Choose Destination Location

Select folder where setup will inztall files.

G Inztall Respondus LockDown Browser bo;

C:\Program Files\Respondus LockDown Browser

< Back H MHest > ][ Cahcel




17. Finally, click Install to begin the installation process.

Respondus LockDown Browser - InstallShield Wizard

Ready to Install the Program

The wizard iz ready to begin installation,

Chck Install to begin the inztallation.

|F wau want to review or change any of yaur installation settings, click Back. Click. Cancel to exit
the wizard.

[ < Back " Inztall ][ Cancel l

18. The following screen will appear when the installation is complete. Click Finish
and also close the browser window.

Respondus LockDown Browser - InstallShield Wizard

Install5 hield Wizard Complete

The InztallShield Wizard has successfully installed Respondus
LockDowen Browser, Click Finizh to exit the wizard,

< Back Cancel




19. A shortcut should now appear on your desktop. Double-click it to start
Respondus LockDown Browser.

Be sure that Respondus LockDown Browser is working properly well in advance of
the first time you will need to use it.

20. Now that you've got LockDown Browser installed, it’s time to STUDY!!



